Ready Reference 022416

Off-Campus connection to RDSessionFarml1 from Windows 7, 8.1, & 10

Introduction

This document contains instructions for connecting to the rdsessionfarml terminal server from a
Windows computer located off-campus. You do not have to be connected to Virtual Private
Network (VPN).

Windows 7 Users

e click Windows Start button
e click All Programs
e click Remote Desktop Connection under Accessories

_Or_

Windows 8.1 and 10 Users

e click Windows Start button
e type Remote Desktop Connection in Search field
e click Remote Desktop Connection app

| Remote Desktop
»¢) Connection

Computer: Example: computer fabrikiam.com

Uzer name: Mone specified

The computer name field is blank. Enter a full remote computer
name.

{=) Show Options [ Connect ][ Help

e click Show Options in the lower left corner




| Remote Desktop
»¢) Connection

|Generc|| | Display | Local Resources | Programs I Experience | Advanced

Server authentication

Server authentication verfies that you are connecting to the
intended remote computer. The strength of the verfication
required to connect is determined by your system security
palicy.

If server authentication fails:

[Wam me -

Connect from armywhere

Configure settings to connect through Remote Desktop
Gateway when | am working remotely.

Settings...

* Hide Options Coninect l l Help

e click Advanced tab
e click Settings

| Remote Desktop
»¢ Connection

Connection settings
) Automatically detect RD Gateway server settings

@ Use these RD Gateway server settings:

Server name: rdgate pace edu

Logon method: Alow me to select later

Bypass RD Gateway server for local addresses

() Do not use an RD Gateway server

Logon settings
User name: None specified

“You will be asked for credentials when you connect to this RD
Gateway server.

Use my RD Gateway credentials for the remote computer

e click Use these RD Gateway server settings under Connection settings
e type rdgate.pace.edu in Server name field
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e select Allow me to select later in Logon method field

e place a check next to Bypass RD Gateway server for local addresses

e place a check next to Use my RD Gateway credentials for the remote computer
under Logon settings

e click OK

| Remote Desktop
»¢) Connection

[r——
General ||D1'5p|ay I Local Resources I Programs I Experience I Advanced

Logon settings
[,:‘,L Enter the name of the remate computer.
—

Computer: rdsessionfarm 1 pace.edu

Username:  pace'jd123450|

You will be asked for credentials when you connect.

[T Mlow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

[ Save ] [ Save fs... ] [

{4 Hide Options

e click General tab

e type rdsessionfarml.pace.edu in Computer field

e type pace\username (e.g., pace\jd12345p) in User name field
e click Connect

G Do you trust this remote connection?

This remote connection could ham your local or remote computer. Make sure that you trust the
remote computer before you connect

k} Type: Remote Desktop Connection
Remote computer: rdsessionfarm1
Gateway server. rdgate pace edu

| []5ent ask me again for connections to this compuiter

(=) Detais | Comect |)[ Cancel

If you receive the prompt Do you trust this remote connection?

e place a check next to Don’t ask me again for connections to this computer
e click Connect
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Windows Security * ]

Enter your credentials
These credentials will be used to connect to rdsessionfarml.,

I | pace\jd12345p
‘I. [Fa:sword

|Di Use another account

[ ok || cance |

e type your MyPace Portal Password when prompted
e click OK

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security cerificate. it may be unsafe to proceed.
Certificate name

@ Name in the cerificate from the remote computer:
rdsessionfarm 1 pace edu

Certfficate emors

The following emors were encountered while validating the remote
computer's cerdificate:

/1 The certificate is not from a trusted certifying authority.

Do you want to connect despite these cerfficate emors?

-

If you receive the prompt The identity of the remote computer cannot be verified. Do you want
to connect anyway?

e place a check next to Don’t ask me again for connections to this computer
e click Yes



Disconnecting from Terminal Server

e click Windows Start button
e click Log off

Documents
Computer

Metwork

Control Panel
Devices and Printers

Administrative Tools #

Help and Support

Run...

» Al Programs Windows Security

| |Search programs and files |5
SN




