Ready Reference 012916

Resolving Certificate Issue with Mac OS X Connection to PACE-WIRELESS

Introduction

This document contains instructions on how to resolve a certificate issue with Mac OS X
connection to PACE-WIRELESS, which is causing some devices to drop their wireless

connection intermittently.

e click Finder icon in the dock

e click Go on menu at top of window and select Utilities
e double click on Keychain Access icon

e select login in the upper left-hand corner

b ® Keychain Access
’
] Click to lock the login keychain
Keychains
@' login = AddTrust External CA Root
T T Root certificate authority
System o Expires: Saturcay, May 30, 2020 at 6:48:38 AM Eastern Daylight Time

s @ This certificate Is valid
C] System Roots

Name
. AddTrust External CA Root
InCommon RSA Server CA
7 nycisepolicyl.pace.edu
USERTrust RSA Centification Authority

e right-click and delete all of the following listed certificates:
InCommon RSA Server CA

USERTrust RSA Certificate Authority
Nycisepolicyl.pace.edu

Nycise.pace.edu

Briarisepolicyl.pace.edu

Briarse.pace.edu

O O O O O

Note: Only the above certificates and no others listed should be deleted.

L ] o) Keychain Access

”

17 Click to lock tha lagin keychain

Keychaing
@’ login oot | AddTrust External CA Root
G‘ Local ltems Root cortificste suthority
i System . Expiros: Saturday. May 30, 2020 at 6:48:38 AM Eastern Cayhght Teme

© Tria certificate is valid
") System Roots
Name
AddTrust Externasl CA R;m!
nCommon RSA Server CA

5 nycisspolicy! pace.edy

| USERTust RSA Certification Authorty

Note: You may receive multiple prompts to enter your Mac’s computer login User Name and Password after

deleting the above certificates.
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e click Keychain Access from Menu bar

e click Quit Keychain Access

e click System Preferences from Apple Menu

e click Profiles

e highlight Suplicant_Provision under User Profiles

e click minus sign (-) at the lower-left to remove profile

The message “Are you sure you want to remove the profile “Suplicant Provision” displays:
e click Remove

If you are asked to enter your password, type the password you use to make system changes to
your computer, not your Pace credentials, and then click OK.

o if prompted, type your Mac’s computer login password and click OK
e close Systems Preferences window

e reboot your Mac

e click Wi-Fi icon on the upper right-hand corner

eclick PACE-OPEN

. Turn Wi-Fi Off
) + PACE-OPEN
PACE-WIRELESS

RodentsBed2

Join Other Network...
Create Network...
Open Network Preferences...
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e launch Safari Web Browser and visit any Website other than
Google (e.g., http://www.cnn.com)

@ www.cnn.com|— Failed to open page

Google Search
Q www.cnn.com

Bookmarks and History ‘
Failed to open page hitps://www.cnn.com

Search for “www.cnn.com” in History ‘

Apple iCloud Yahoo Bing

i
The
(] Weather

You will be redirected to the Pace wireless network login screen.
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http://www.cnn.com/

e type your MyPace username and password in fields provided
e click sign on

The Self-Provisioning Portal window will display.

Self-Provisioning Portal Welcome jblando@pace.edu

Device Registration This device has not been registered.
Click the "Register" button to run the Cisco Network Setup Assistant. This
application installs the required certificates and configures your device to use the
secure network.

¢ MAC address of your device will populate in Device ID field
e type description for your device in description field
e click register

|

Self-Provisioning Portal Welcome isimmmimpace.edu

Device Reg istration Access to this network requires that your computer be configured by the Cisco
Network Setup Assistant. After downloading and running the Cisco Network
Assistant, click the Start button to have it configure your computer. Your
computer will automatically connect to the network after the configuration
finishes.

Download Cisco Network Setup Assistant

e click Download Cisco Network Setup assistant

Note: The Cisco Network Setup Assistant will be automatically downloaded onto your computer.
Running this program will load the necessary security settings.

e go to downloads folder in the Dock and double-click Cisco Network Setup Assistant

The Cisco Network Setup Assistant window displays:

@ @ @ cisco_network_setup_assistant

Cisco Network Setup
Assistant




e double click Cisco Network Setup Assistant

“Cisco Network Setup Assi 1t” is an appli
L g~ downloaded from the Internet. Are you sure you want to
p‘ open it?
> "Cisco Network Setup Assistant” is on the disk image

“cisco_network_setup_assistant.dmg”. Safari downloaded this disk
image on November 11, 2015 from nycisepolicy1.pace.edu.

Don't warn me when opening applications on this disk image

? Cancel Show Web Page Open

e click Open when prompted

® Cisco Network Setup Assistant

Network Setup Assistant

This application will automatically configure your system
to securely connect to the network.

Start Quit

eclick Start
[ @ Verify Certificate

= Untrusted Security Certificate from: nycisepolicyl.pace.edu

i 3 Your computer is attempting to securely connect to! nycisepolicy.pace.edu
l_@ that presented a security certificate that cannot be verified.
Connecting to this server may result in a severe security compromise. If you
continue, the server will attempt to re-configure the Wi-Fi settings on this
device.

? Show Certificate Continue

e click Continue when prompted

- Configuration Profile Tool wants to make
. changes. Type your password to allow this.

Username:  Joseph Blando

Password: | | |

e type your Mac’s Computers login password
eclick OK

Note: You may receive multiple prompts to enter your Mac’s User Name and Password.

The Cisco Network Setup Assistant Window will display a green check when finished:



Cisco Network Setup Assistant

Network Setup Assistant

Your device is now configured for secure
access to the "PACE-WIRELESS™ network.

e click exit
e click Wi-Fi icon on the upper right hand corner
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Wi-Fi: Looking for Networks...
No Internet Connection...
Turn Wi-Fi Off

v PACE-WIRELESS [*]
PACE-OPEN
Samsung Galaxy Light 1064 @&

Join Other Network...
Create Network...
Open Network Preferences...

e click Open Network Preferences

The Network window displays.
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| 802.1%: Suplicant Provision Connect I

[ Show Wi-Fi status in menu bar Advanced...

Agsist ma..

e select PACE-WIRELESS from Network Name drop down

Note: If you have an older version of MAC OSX below Yosemite, once PACE WIRELESS is selected,
you will receive a prompt to enter your MyPace Portal username and password. Once you
have supplied your Pace Credential you should automatically be connected to the wireless.

The setup for PACE WIRELESS is completed. Do not continue with the instructions in the
remainder of document.

e click connect next to 802.1x: Supplicant_Provision
e type your MyPace Portal username and password
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eclick OK

You are now connected to Pace-Wireless.

[ ] < Network Q
Location: | Automatic B
Wi-Fi —
Gonnected Status: Connected Turn Wi-Fi Off
Wi-Fiis connected to PACE-WIRELESS and
@ Ethernet ooy has the IP address 10.10.81.16.
Not Connected g
o fireWire Network Name: = PACE-WIRELESS ]
Not Connected
o Bluetooth PAN g Ask to join new networks
Not Connected Known networks will be joined automatically. If
) no knwn netwarks are available, you will have
o Thund...It Bridge 7 to manually select a network
Not Connected N~
802.1X: Suplicant_Provision Disconnect
Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:00:10

T g {2 Show Wi-Fi status in menu bar Advanced... 2

Assist me...

Have Inquiries? Contact the ITS Help Desk
during normal business hours (www.pace.edu/itshelpdesk).
Phone: (914)773-3333 / Email: pacehelpdesk@pace.edu
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